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UK Clinical Cohorts Trusted Research Enviroment (TRE) Privacy Statement
Introduction
The British Heart Foundation Data Science Centre (BHF DSC) UK Clinical Cohorts TRE (“UK CliC”) is run by Health Data Research UK (HDR UK) in collaboration with SAIL (Secure Anonymised Information Linkage) Databank and UK SeRP (UK Secure eResearch Platform) both run by Swansea University. UK CliC supports the integration of disease-specific cohorts and registries with routinely collected Health Data in an accredited secure environment. UK-based bona fide researchers who are accredited by the Office for National Statistics or Medical Research Council can apply to access this data through a process managed by UK CliC. 
This privacy statement provides information on how data provided by research cohorts and other data owners that is stored and processed in UK CliC.
All Personal Data is processed in accordance with the requirements of the UK General Data Protection Regulation (UK GDPR) and the UK Data Protection Act 2018 (DPA18). This document aims to provide relevant information in an appropriate and transparent manner. It also describes your data protection rights.
Definitions 	Comment by Bird & Bird LLP: I have capitalised definitions across the privacy notice for consistency 
We have explained some of the terms we use in this privacy statement:
· Data Controller – the organisation that can choose how to process data and has legal responsibility for the data under their control. 
· Data Processor – an organisation that processes data under the instruction of a Data Controller. A Data Processor cannot use the data for any other purpose or in a different way. 
· De-identified Data – information that has had all identifiers removed or transformed and that is controlled to the point where re-identification is no longer reasonably likely. All data in the UK CliC TRE is de-identified. 
· Health Data – official records collected by the NHS or other professional organisations that are related to Cohorts participants’ physical and mental health and wellbeing. This can include GP records, hospital records, COVID-19 test and vaccination records, prescription data and specialist mental health care records. UK CliC will only provide access to structured and coded data; we do not hold the free text (detailed doctors’ notes) in Cohorts participants’ records. 
· Cohort Data – any data collected by UK CliC partner Research Cohorts. This can be from questionnaires, interviews, biological samples you may have given (including genetic data from DNA) or from other sources. Please see your cohort for more information. 
· Personal Data – any information that can identify you directly or indirectly (whether itself or when combined with other data), regardless of the format or media on which the data is stored. 
· Processing – any activity relating to your Personal Data including collection, use, alteration, storage and destruction. 
· Trusted Research Environment – a highly secure computer system where approved researchers can access and analyse data.
[bookmark: Is_my_data_held_in_the_UK_CliC_TRE]Is my data held in UK CliC ? 
The list of partner Cohorts can be found on the Health Data Research Gateway  Participants should contact their Cohort to find out if their data is held in UK CliC. UK CliC staff cannot confirm if your data is held in the TRE because all data is de-identified and so we cannot identify any individual Cohort participant.
[bookmark: What_should_I_expect_as_a_participant]What should I expect as a participant in a collaborating cohort? 
UK CliC does not change your relationship with your Cohort. Each Cohort remains the owner and Data Controller of their data. UK CliC controls your data in terms of day-to-day processing and curation, establishing the linkages to Health Data, integrating the data and managing the access of approved researchers to data in UK CliC. If you do not wish your data to be held in UK CliC, you should contact your Cohort. If you opt out, your data will not be used in future research investigations and new data from linkages will not be collected. Where your data is already being used in research projects we can’t delete it, but UK CliC will make sure your data is not used in any new projects. 
[bookmark: Where_and_how_is_my_Data_Stored]Where and how is my data stored? 
Your data is stored on secure servers at Swansea University, a leader in providing this type of secure research server in the UK and internationally using their Secure eResearch Platform (SeRP). The servers are managed to information security best practice standards (including ISO 27001) and are regularly audited by external experts in information security.
[bookmark: Who_is_the_Data_Controller_for_UK_CliC]Who is the Data Controller for UK CliC?
Health Data Research UK (HDR UK), as the convenor of the British Heart Foundation Data Science Centre, which includes UK CliC, is one of the Data Controllers of UK CliC and is the main point of contact for individuals with queries about UK CliC. 
Other organisations are joint Data Controllers with us: Swansea University is a joint controller for UK CliC and each cohort is also a joint controller for data it has contributed.
[bookmark: What_is_the_legal_basis_for_cohort]What is the legal basis for Cohort and linked data owners to provide my data to UK CliC?
a) Legal basis for UK CliC to hold your data
HDR UK relies on legitimate interests under Article 6(1)(f) as its lawful basis for its processing of Personal Data in relation to the TRE. The legitimate interest being pursued is to facilitate health data research through the provision of the TRE, with the ultimate goal of the research to be a better understanding of medical conditions and potential treatment options. 
As the TRE will involve processing Health Data, which is considered special category (sensitive) data under UK GDPR, one of the conditions in Article 9 UK GDPR must apply for the processing to be permitted. The most relevant condition is Article 9(2)(j) - Processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes. 
b) Legal basis for Cohort to send your data into the UK CliC TRE
Cohorts that contribute data to the UK CliC TRE have their own legal basis for collecting, processing and sharing their participants’ data for research purposes. This can generally be found in the privacy notice on each Cohort’s website. Each contributing Cohort needs to provide evidence to UK CliC that they have a legal basis to access these data and to provide participant identifiers to UK CliC’s Trusted Third Party (NHS Digital Health and Care Wales) for linkage. 
The legal basis for Cohorts under UK GDPR and DPA18 will typically be: 
1) Performance of a task carried out in the public interest (Article 6(1)(e) in the UK GDPR); and 
2) for the use of sensitive personal information, scientific or historical research purposes or statistical purposes (Article 9(2)(j) in accordance with Article 89(1)). 
	Comment by Bird & Bird LLP: This has been deleted as it just duplicates the information from the section below.
c) Legal basis for NHS to send your linked records into the UK CliC TRE
To perform linkage to your NHS health records, your study team will send a small set of data used to identify you (name, address, date of birth, gender, NHS/CHI number) to Digital Health and Care Wales (DHCW). DHCW send these records to the relevant national NHS body who will locate and link these data to your medical records and then send a de-identified version of this data to the TRE. The data used to identify you for linkage is then deleted. Only de-identified data about you will ever be held in the TRE. The processing of the data is not outsourced to a commercial company.
A valid legal basis needs to be in place to enable government departments to flow data into the UK CliC TRE for research purposes. This basis varies across departments, between health and non-health administrative records, and between the UK’s four nations.
d) [bookmark: How_does_UK_CliC_ensure_the_confidential]How does UK CliC ensure the confidentiality and security of my data? 
Safeguarding the confidentiality and security of cohort participants’ data stored in UK CliC  is of paramount importance. All data held about cohort participants in UK CliC  is de-identified, which means that all identifiers, such as name or address, have been removed, and unique reference numbers (such as NHS number) are transformed, through a de-identification process conducted by our Trusted Third Party, Digital Health and Care Wales (DHCW) in partnership with SeRP UK (Swansea University), the providers of the secure infrastructure that hosts UK CliC. Your cohort separates your data into personal identifiers and de-identified datasets. They send only your personal identifiers to DHCW who then facilitate linkages by sending your personal identifiers to linked data owners. These organisations extract and send de-identified datasets to SeRP UK who bring them together with your cohort datasets. They then deposit your de-identified data into UK CliC. 
All staff and researchers with access to data in UK CliC  must be accredited by the Office for National Statistics or Medical Research Council. In addition, both UK CliC staff and researchers are subject to strict agreements designed to protect the confidentiality of every single cohort participant. 
UK CliC  functions as a ‘reading library’ where the system is configured to allow approved researchers to access UK CliC  to conduct analyses but blocks any mechanism for taking data out. All requests by researchers to export analytical outputs from the UK CliC are checked by experts at SAIL Databank to make sure individuals cannot be identified. 
SeRP UK, DHCW and HDR UK all prioritise industry best practice information security through the development, maintenance and continual improvement of an information security management system (ISMS). An ISMS is the framework of policies and procedures that an organisation puts in place to safeguard the data and information for which it is responsible. All three organisations are certified to international standards for information security. This means that all three organisations are regularly audited by external experts in information security.

[bookmark: How_do_I_opt_out_of_UK_CliC]How do I opt out of UK CliC?
You can opt out of UK CliC by contacting your Cohort team or by contacting the UK CliC team at ukclic@hdruk.ac.uk. Once we have registered the opt out, we will remove you from the original Cohort Data and stop all further data linkage. We cannot remove your data from any previous research or data linkage as the data is anonymous. 	Comment by Bethany Gilbert: Add link to cohort teams	Comment by Amy Coombe: https://healthdatagateway.org/en/collection/160
[bookmark: How_long_will_UK_CliC_retain_my_data]How long will UK CliC retain my data?
UK CliC will retain your data for the indefinite future subject to the relevant data sharing contract with your Cohort remaining in place. This is permitted because data held within UK CliC is de-identified. UK data protection law recognises that data processed for scientific research, which is de-identified, does not have to be deleted for so long as it is necessary for the scientific research purposes in the public interest. This is appropriate and proportionate because UK CliC has been set up for scientific research purposes in the public interest and is specifically designed to support research that takes place across long time frames. 
[bookmark: Who_can_access_and_use_my_data]Who can access and use my data in UK CliC  and for what purposes? 
A small team of expert Data Scientists at UK CliC (HDR UK) and expert infrastructure management staff at SeRP UK (Swansea University) have access to UK CliC . This is necessary for data management, preparation, and ongoing security of the SeRP infrastructure. Any researchers must apply through the SAIL Information Governance Review Panel for approval in order to access data. 
SAIL Databank welcomes applications from UK-based researchers to access data in the UK CliC TRE. Researchers can work for any type of organisation, including universities, government, NHS, charities, and private sector companies as long as they can demonstrate that their project is for public benefit, is not solely for profit-making purposes, and will meet the requirements of the partner Cohort and other data owners. SAIL Databank assesses each application and the researchers against the Five Safes framework and will only approve applications from researchers at organisations that are capable of high-quality public benefit research. A full list of all approved projects, including the lead researcher, who they are employed by, the purpose of their research, the data they are using and the outcomes of their research investigations will be made available on our Data Use Register. Data accessed for approved research projects by approved researchers that are not part of the original Cohort team is anonymous data. You have a number of rights relating to personal information before it is made anonymous. You can find out more about your personal data rights at the Information Commissioner's Office (ICO) website: https://ico.org.uk/for-the-public/	Comment by Rachel Brophy: Link when available
If you wish to exercise any of these rights, please contact your Cohort.
For any queries relating to data protection please contact: DataProtection@hdruk.ac.uk 
You can also contact our data protection officer. We have appointed Bird & Bird DPO Services SRL as our Data Protection Officer, and they may be reached: 
• by using the following email: DPO.HDRUK@twobirds.com 
• by mail at the following address: Bird & Bird DPO Services SRL, Avenue Louise 235 box 1, 1050 Brussels, Belgium 
If you have any queries on the coordination of the programme, please contact: ukclic@hdruk.ac.uk
Complaints
If you are unhappy with the way in which your data has been processed, please contact HDR UK, or our Data Protection Officer, at the addresses above. If you remain dissatisfied, then you have the right to apply directly to the Information Commissioner at: Information Commissioner’s Office Wycliffe House Water Lane Wilmslow Cheshire SK9 5AF www.ico.org.uk
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